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Split-tunnel + Firefox Containers
+ SOCKS proxy

This guide will show you how to setup Mullvad for split-tunnel use in combination with their SOCKS
proxy and Firefox containers.

First go to mullvad.net, login to your account and go to the following URL:

https://mullvad.net/en/account/#/wireguard-config/, here select your desired settings and click

download file.

WireGuard configuration file generator
Follow our WireGuard guides for step-by-step instructions on how to use WireGuard with
Mullvad.

1. Choose your platform
m & mac0s A Linux & i0S
& Android/Chrome 0S

2. Generate a WireGuard key

Manage keys v

We never get access to your private key, only the public key is sent to us. The private key is
stored locally in your browser so that you can create multiple files from the same key and as
soon as you leave this page, it is deleted.

3. Select one or multiple exit locations

M North Macedonia v i Skopje v = mkl-wireguard v

Advanced settings v

4, Select a DNS server

Default DNS (193.138.218.74) v

5. Generate and download configuration

I Download file

Open your WireGuard client and import the configuration file, after importing it click edit and
change the AllowedIPs to 10.65.0.0/16, 10.64.0.1/32

ar Generate QR code



https://mullvad.net/en/account/#/wireguard-config/
https://wiki.leerkotte.net/uploads/images/gallery/2022-02/HHhuJfqalKUyPvKg-mullvad-config.png

Edit tunnel

Mame: mivd-mkl

Public key: (unknown)

[Interface]

PrivateKey =

Address = 10.65.127.218/32, fc00:bbbb:bbbb:bb01::2:7fd9/128
DHNS = 100.64.0.3

[Peer]

PublicKey = j16XV38BalolZgrig44GgaBuMH35FBIMEg/6AzZ02B1=
AllowedIPs = 10.65.0.0/16, 10.64.0.1/32

Endpoint = 185.225.28.146:515820

Save Cancel

L A

Now you can configure the Mullvad SOCKS proxy in your Firefox container of choice, go to the
Firefox containers extension select "Manage Containers" and select the container on which you
want to enable the Mullvad SOCKS proxy. Go to "Advanced proxy settings" and enter the following
value: socks://10.64.0.1:1080


https://wiki.leerkotte.net/uploads/images/gallery/2022-02/9yreuszkfd74n6PD-mullvad-split-tunnel.png

£ Advanced proxy settings

Advanced proxy settings

socks://10.64.0.1:1080 X
Apply to Container
Learn more
L A

If you now connect your Mullvad VPN config and go to https://mullvad.net/check in the container
you just configured, you should see the expected exit server as your location.

Connection check

a Using Mullvad VPN O Your IP is not blacklisted

SOCKS through WireGuard

& mk1-wireguard.mullvad.net
185.225.28.147
Skopje, North Macedonia (Interspace)

SOCKS through WireGuard

n mk1-wireguard.mullvad.net
2a0d:4500::a01d
Skopje, North Macedonia (Interspace)

0 Leaking DNS servers O No WebRTC leaks
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